Workshop: RFID, Internet of Things

RFID
- Are you ready? ( :ﬂ ))

Radisson Blu Scandinavia Hotel,
Holbergsgt.30, Oslo

RFID, Internet of Things in the Oil & Gas industry

Thore Langeland, Ph.D. In 2005 there were 1.3 billion
Manager 10, OLF RFID tags in circulation ....
Chairman of PCA .... by 2010 there will be 33
(tla@olf.no, +47-9095 1756) billions.
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The Norwegian Oil Industry Association

Oljeindustriens Landsforening (OLF)




OLF The Norwegian Oil Industry Association

OLF The Norwegian Oil Industry Association is
a professional body and employer’s association
for oil and supplier companies engaged in the
field of exploration and production of oil and
gas on the Norwegian Continental Shelf

OLF is a member of the Confederation of
Norwegian Business and Industry, NHO

The main office is at Forus
OLF also has an office in Oslo

OLF’s administration has 39 employees

Gro Breekken, Director General



Norge er verdens reneste olje- og gassprodusent

Kilo CO, per fat o.e.

39,1

Norge Europa  Midtgsten  Russland Sar- Nord- Asia/ Afrika
Amerika Amerika Aystral-Asia

Olje- og gassproduksjon samlet, CO,- og CH,-gass inkludert
Kilde: OGP, OLF, Konkraft prosjekt 1




Integrated Operations in OLF

(10 in OLF)




Integrated Operations (10)

0 is real time data onshore | Generation 1 and 2 10 has a potential of
from offshore fields and new i NOK 300 billions
integrated work processes . Potential on the NCS

A

Integration across companies .
g P Generation 2

*Integrated operation centers
of operators and vendors

*Heavily automated processes
*24/7 operation

Integration across onshore and offshor

Generation 1

@ *Integrated onshore and offshore

centers

7  Continuous onshore support
Limited integration
- / Traditional processes
' / « Self-sustainable fields
/ » Specialized onshore units
‘ /

* Periodic onshore support

- | —— Time

2005 2010 2015




OLF’s Information Strategy

An efficient pipeline for real-time data transferal and analysis

Smarter solutions

Field data

» Health, safety,
environment ABEE B
L3 Se|Sm|C . ‘_-‘:L‘_‘“ Opé-rator
 Drilling & ’
Completion

e Reservoir &
production

e Operation &
maintenance

e Logistics
Transportation

L
., K

Smarter data

DOntology = A hierarchical data structure containing concepts, relationships, properties and rules for a specific domain



Harmonizing the E&P te

rminology

Integrating the terminology from the different business domains in E&P

HSSE i

Drilling i

Production E

Development E

Logistics i

Operation
&
Maintenance

Transport E

______________________________________

____________________________________________

__________________________________________

______________________

Creating a common
terminology for the
E&P sector

e

v
/ \
\ /
From local domain )
data standards to an The oil & gas
oil and gas ontology ontology
(www.posccaesar.org)

\/

_______________

__________________________________

___________________________________________

Contains dictionaries,
taxonomies and ontologies
for relevant business
processes in E&P sector



From domain data standards to an oil and gas ontology

Standards and specifications across E&P value chain

Environment Drilling Development ) 4 Production
Projects g
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International
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IEC/I1SO 62264
(1SA S95)
IEC/1SO 61512
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IEC 61131

\_ IS0 13374 /

4 )

Logistics

ISO 15 000
1SO 9735

—

International

AR
j 1-={0 ] Organization for

- g Standardization

Data integration
based on ISO 15926 for
creating an Oil and Gas
Ontology (OGO)

Contains dictionaries,
taxonomies and

ontologies for relevant
business processes in
oil and gas
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Reference IT architecture for OLF’s 10 G2

NEW
UPSTREAM
APPLICATIONS

Oil & Gas

Ontology

ISO 15926

. Reservoir and .
Drilling and Produci Operations and Enterprise’
Completion roduiction Maintenance
Management
a _ _ )

[ Information Service Bus ]
[ Services integration ]
[ Communication and Information Security ]

\ J
DCS, PLC & Rotating Facility Engineering Maintenance Equipment and
Historians Equipment Monitoring Systems & Asset Process

Monitoring and MES Management Documentation

PROCESS CONTROL
DOMAIN

ENTERPRISE

DOMAIN

N~

EXISTING
APPLICATIONS
&
INFORMATION
REPOSITORIES



Much more data - a lot new of communication technologies

International standards

802.. ETSI
IEEVELAN ll LAN HiperLAN

IEEE802.15
Bluetooth

ETSI
PA N HiperPAN

d

Opr
Workstation

Ethernet

.
: 1‘1 b PAN”

@t

Applications

Applications
g

Ethernet

Backbone Backbone
Network *Fibre
*Radiolink
*Satellite
DevicaNelProfibus
ASd MAN
st Wi

. @ 5 4 Wireless sensornetwork



OLF Guideline No.112:

Deployment of RFID in the oil and gas industry
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The only reason to deploy RFID in the offshore
Industry Is to get access to information!

What kind of data can RFID provide?

How will RFID data change existing work processes?

Which new work processes/applications needs these data?
How does that improve existing processes?

Which RFID technology is most appropriate?

Cost/benefit analyses

Pilot

Risk analyses

Implementation Oil & Gas Solutions

Datbases
Repositories

Work Processes
Decission Processes

e— -



OLF Guideline No.112: Deployment of RFID
In the oil and gas industry

Deployment of RFID on the !
NCS for the domains:

|

|

|

|

|

v Personnel :
v Containers :
v" Drill strings |
|

v" Mobile equipment |
v |
|

|

|

|

|

|

|

|

ID Unique Identifiers

Fixed equipment

The guideline is based on
ISO standards

Application

RFID Technology

The Guideline is available at:
http://www.olf.no/guidelines/112-olf-guideline-for-deployment-of-radio-fregency-
identification-rfid-in-the-oil-and-gas-industry-article19582-301.html



OLF Guideline No.112: Deployment of RFID
In the oil and gas industry

g

3
{ ' e o
] | .
i .
i Service Integration m 1 Oil and Gas
i ‘ Ontology
i Communication and Information Sect
\ e

RFID Devices I Device Managg I Event Management ! Applications

Data Services

Antennas  Antennas Data Filtering Business
RFID Tags RFID/NFC Collection and Process Enteprise
Sensors Readers Agregating of Data Integration Business

Actuators Device Application
Infrastructure Management
Rules Back end

Network Integration Database Application

Ubiquitous/Wireless Sensor Networks

. Repository
Wireless Local Networks Including RFID

Historian Internet
Middleware -

RFID System Enterprise




OLF Guideline No.112: Deployment of RFID
In the oil and gas industry

- T .
RFID Devices l Device Managen Event Management ": .I Application
RFID Tag Air RFID Reader ' Data
IS0 18000-2 Interface Interface
Filterin
g 5”\\ Data g
@| T Collection Ao a:f:d of Data Enteprise
a | -
:;:.::; Drivir fISupig Business
,\ Device R L Application
— Infrastructure g
|E] Rules
= Device APPLICATION Back end
1356 il COMMANDS COMMANDS Business Application
150 18000.7 Interface
}-'.’\ 7 L — Process
|_@? X 1 Command Integration Internet
z 5 Mapping Response APPLICATION
433 MHz 3| RESPONSES |5 Rules Unit RESPONSES
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Personnel
Database
Repository Container
Drill string components
MiddleWare and tools
Fixed
equipment
Mobile
equipment

1SO 15962 ISO 15961 ISO 15926

IT architecture for 10 G2

End-users I

ISO 18000 ISO 15962

applications




OLF Guideline No.112: Deployment of RFID
in the oil and gas industry

RFID Tag Technology - ISO/IEC 18000

» OLF has chosen ISO/IEC 18000
as the basis for RFID tag
Technology

» The communication protocol
for the air interface is defined
for each part of the standard

RFID Tﬁ

IS0 18000-2

—5

=

125-134 kHz
IS0 18000-3

S)
E‘)

H

13.56 MHz
IS0 18000-7




OLF Guideline No.112: Deployment of RFID
In the oil and gas industry

Unique Identification Number (UIN) - ISO/IEC 15459

» OLF has chosen
ISO/IEC 15459 as the
basis for UIN

The solution should
accommodate existing
ID schemas

The above choice
ought to make it easy
to move to future
solution for Internet of
Things and IPv6

Symhology Identifier

Clas= Identifier

Unigue Identifier { UID)

128 code symbol

ISO/IEC 15459 Unique Identifier 128 code symbol




OLF Guideline No.112: Deployment of RFID
In the oil and gas industry

Communication protocols for the reader
- ISO/IEC 15961/62

RFID Devices Event Management

Device Managemes

> |ISO/IEC 15962 deals with

the communication with Antennas Antennas Data Filtering
RFID Tags RFID/NFC Collection and
the RFID tag Sensors  Readers Agregating of Data
Actuators Device
Infrastructure Management

> 1SO/IEC 15961 addresses e E— hules
- - Ubiquit /Wirel S Net k
the interface with the Elpiabit e

application systems

Middleware I

Security and Data Privacy Management



OLF Guideline No.112: Deployment of RFID
In the oil and gas industry

Terminology for extended RFID data - ISO 15926

> Data to be shared between Taxonomy for events and per domain

two or more stakeholders/

applications should be ’_’__lrﬁ;lﬂ:

stored in an RFID data ’_'_5—51‘;5'__”

repository and structured Events Hﬁ?ﬂ;

according to ISO 15926 Container

Drill string

L
> Some of the syntax from 1
ISO/IEC 15961/62 will be [T 11
included in the RFID Personnel rﬁﬁﬁ;
terminology as well as the
UIN

Mobile equipment

r1v 1 I
T M1

Fixed equipment



OLF Guideline No.112: Deployment of RFID
In the oil and gas industry

A possible RFID architecture - logical view

User

Applications  serer Displays

r———————— — — — — — — — — — N e o
RFID .| =
| . RFID Hardware | .~ Middleware
I Tag_ID Standard I Uan'OCESSEd |
| Provider “ »’%\ Tag ID Tag Data
q .@‘ ( Visibility
| “.Frequency- :73 ((\\ \/~ 1 | Manager
| Tag D RFIDT Sensor Data L
Assigned by 29 Antenna Reader l L1 —=— |
| Provider (ID format) PR
——————————————————— |
__________________ ) | Tag data in
Web based , £ > l XML Files
Management 5= Al ‘ 4 I |
P & RFID
- — Parsed
Database
Enterprise . Repository | Tag Data Tag Data l
Resource R
Planning N . - M- |
(ERP) S, - ' l
< ] Parsed
Personnel | [|».] I | Tag Data
Container I
Drill string components and tools \ / | l
Fixed equipment \°\ ’m‘h I | Temporary
Mobile equipment S | ‘ Flat Files
| \

—" — — — — — —— — — — — — — — — — | a—



Project proposal:

RFID phase 3




RFID Phase 3

» May 20 - meeting with the operators

» Proposed project:
v Global Unique ldentification Number based on:
e |SO 15459
e |SO 15961
and established as Part 5 in ISO 15926

v' Establish semantics and XML schema for
e All deployment areas according to I1ISO 15926

v' Extending scope of Guideline no. 112 to cover

e |SO/IEC 24753 - Wireless sensors
e |SO/IEC 24730 - Real Time Location Systems

» To be started up in August/September 2010 provided funding




epsis
5 Deployment Areas of RFID

Reference Data

WWW.epsis.no

Domain Specific

Nomenclatures

Oil and gas
ISO 15926~ ontology
@ ' I (Reference Data)
FTT ‘ i

Mobile
Equipment

Fixed
Equipment
Drill String
Component
Personnel

(HSE)

*1S0O 15926 — Integration of life-cycle data for process plants including oil and gas production facilities.

Structure and add
to ISO 15926

Reference Data
Library (RDL)




| epsis -
Semantic Web Stack ! p

Architecture for the Semantic Web

ntegrated operations

The basic principles can be used to help solve enterprise interoperability

Open Standards of the World Wide Web Consortium — W3C
ISO 15926* already maps to the W3C architecture /
Rules Trust } Part 4
Data Proof % / } ::JLZ
)
Logic
Data 20
Self- o~ 150 15926
desc Ontology vocabulary /g/
20
a

nicode W3C dogipaipe e

*1SO 15926 — Integration of life-cycle data for process plants including oil and gas production facilities.



XML data elements

EQUIPMENT XML

Class_of_whole A_S‘ Class_of_part

EQUIPMENT XML ELEMENT

DD

DEFINITION A4
cococ
DD
Classld RFID TYPE CODE

element

RFID TYPE CODE

RFID TYPE CODE LIST

Container_ownerl

CONTAINER OWNER
IDENTIFIER element

Product_numberID

CONTAINER
PRODUCT NUMBER
element

Container_serial_number

CONTAINER SERIAL
NUMBER element

Container_owner_name

CONTAINER OWNER
NAME element

Container_desc

Not to be added to
the RDL.

CONTAINER
DESCRIPTION
element

A container serial number is an alpha

numeric number (36 bit, 11 digit) for

Containers on the NCS. The serial number
is one part of the RFID-tag information.

DD - document definition

OWNER
OWNER IDENTIFIER IDENTIFICATION
FORMAT
PRODUCT IDENTIFICATION
IDENTIFICATION FORMAT
SERIAL SERIAL
IDENTIFICATION IDENTIFICATION
NUMBER FORMAT
OWNER NAME
CHARACTER STRING
DESCRIPTION DESCRIPTOR
~——

epsls

NUMERIC STRING

NUMERIC STRING

ALPHANUMERIC
STRING

CHARACTER STRING

WWW.epsis.no



epsis

ntegrated operations

WWW.epsis.no

Container XML working example

<?xml version="1.0" encading="150-8859-1" 7>
- <(QOffshorelnd>
- <ContainerInfo>
<ClassID>3</ClassID=>
<Container_ownerID>100254</Container_ownerID>
<Container_owner_name>SWIRE</Container_owner_name:>
<Product_numberID>1455567 </Product_numberID>
<Container_desc>MUD Container</Container_desc>
<Container_serial_number>FSM1724</Container_serial_number:>
<Certificate_number>74907 </Certificate_number>
<Certificate_exp_date>2008-11-04</Certificate_exp_date>
<Container_manufacture_date>2004</Container_manufacture_date>
<Payload>5250 kg</Payload>
<Max_gross_weight>7100 kg</Max_gross_weight:>
<RentingCompany>Kongsbherg Offshore</RentingCompany>
<ContainerTypeZ015>U07 </ContainerTypeZ015>
<ProcessEventDateTime>=2008-02-11T13:23:55</ProcessEventDateTime:>
<ProcessEvent>Loading ship</ProcessEvent>
- <Location>
<locationLat>60.412327 </locationLat>
<locationLong>5.011482</locationLong>
<locationName>CCB Agotnes Plan 1</locationName>
</Location=
</ContainerInfo>
</Offshorelnd>



WWW.epsis.no

Protegé Ontology epsis 3
Work Bench |

‘ﬁ_ rfid.owl (http://RFID_in_IS015925/rfid.owl) - [C:\rfid_ontologi\rfi
Fie Edt Ontologies | Reasoner Tools Refactor  Tabs  View  \Window  Help

Ec) © tfidoy]  Clssity.. 00RO -

» FacT s | Dot Pmten | T |

Mone

ntegrated operations

@ : ; RELE P

Annotations

I

& rfid:WELL_SERVICE_EQUIPMENT_CLASS

# rfid:WORKSHOP_CONTAINER -hasEpr;anainrndmmem.
# rfid:WORKSHOP_CONTAINER_FOR_HOT_WORK_NORSOK_Z-115 "Used to transmits fluid and rotational power from the kelly drive or top drive to the drill callars and bit. Often, especially in the oil patch, the term is loosely applied to
# rfid WORKSHOP_CONTAINER_FOR_PAINT_AND_SOLYENTS_NORSOK_Z-115 hoth drill pipe and drill collars. Some type of drilling fluid is almast abways pumped down the inside of the drill string and circulated back up the annulus, or ring shape

# rdl:ARTEFACT_CLASS vl betwsen the drill string and the formation "
# rdl:DIESEL_ENGINE
# rdl:EQUIPMENT_CLASS

# rdl:INDUSTRY_ASSOCIATION_CLASS —

A __Lien AmaTRAsT AniEeT hasldPCA

| hasDefinition
“An artefactthat is an assembly of drill pine with attached tool joints.”

Lzserted cla: 2y, rll:DRILL_STRING "RDEB45T18821"
BIENEY
"DRILL STRING"

v owl:Thing -
¥ @ partzThing I

O rdlIS0_15026-4_THING

part z:AbstractObjed

V-0 partzPossiblelndividual

-0 part ::Activity

partz:Actualindividual

partz:Arrangedindividual

rel:ISO_1502¢-4_ARRANGED_INDIVIDUAL

O rdl:1SO_15926-4_ ORGANIZATION

(@ redl:DEPARTMENT

rel:ISO_1502¢-4 INANIMATE_PHYSICAL_OBJECT

rdl:ARTEFACT

fid:MOBILE_EQUIPMENT

fid:NORSOK_TEMPORARY EQUIPMENT

fid:TRANSPORTABLE_CONTAINER

tfid:ACCOMMODATION_CONTAINER

ficl:DIESEL_ENGINE_CONTAINER_NORSOK Z-015

@ rfid:ELECTRICAL_EQUIPMENT_CONTAINER_NORSOK_Z-015 Superclasses

d:EXPLOSIVE_APPROVED_CONTAINER_NORSOK_Z-u1s

i:FLAMMABLE_MATERIAL CONTAINER_NORSOK_Z-015 @ rell:ARTEFACT

@ rfid:MANNED_CONTAINER_NORSOK Z-01:

@ HFid:NON-FLAMMABLE_MATERIAL_CONTAINER_NORSOK_Z-115 Infeed snanymens superelasses

+fid:NON_EXPLOSIVE_PROOF_CONTAINER_NORSOK_Z-01s '

O rfid:RADIO_AND_COMMUNICATION_CONTAINER_NORSOK_I-01s5

{0 vfid:REFRIDGERATION_AND_FREEZER_CONTAINER_NORSOK_Z-01s Members

id:TOILET_CONTAINER_NORSOK_Z-01s

idl:WASTE_CONTAINER

b0 vfid:WORKSHOP_CONTAINER

@ HickEX-PROOF_EQUIPMENT_IN_FRAME_NORSOK_Z-015

:HIGH_PRESSURE_CLEANING_EQUIPMENT_NORSOK_Z-m1s

Hfid:NON_EX-PROOF_EQUIPMENT_IN_FRAME_NORSOK_Z-015

Equivalent classes

Disjoint classes

BRI - UIPMENT CLASS Acknowledgements This work was conducted using the
NG APPLIANCE Protégé resource, which is supported by grant LM007885 from

<]

V- @ part:PhysicalObject

UG the United States National Library of Medicine. I
http://protege.stanford.edu/ ‘zﬁpmf@e



Internet of Things

» Data integration - that means focus on semantic & ontology

v 10 in OLF

v ' W3C

v EU

v’ Standard Norge
v 1SO

SemanticDays2010 May 31-June 2, Stavanger




Thank you for your attention!

Compete and collaborate - co-epitition -
Is the way to stay alive in the global
economy.

Winning or Losing

Bill Gates, Microsoft, 1999

“Virtually everything in
business today is an
undifferentiated commodity
except how a company
manage its information.

How you manage information

determines whether you win
or lose.”



OLF Guideline No.112: Deployment of RFID
In the oil and gas industry

Part 5 Personnel

Arrival/iDaparture

Muster Stations Directional Portals Directional Portals
(Emergency/Drill) (Emergency exit) (Heliports)

)

All personnel equipped with ((((
RFID tag for identification,
(Standard offshore

ID numbering).

)))) APPLICATION

- Muster Stations
- Directional portals
- Handheld readers (backup)

Muster Stations

| = Searchftrack
(Lifeboats) 3 4 to restricted areas 7 8 missing personnel

Access control

-



OLF Guideline No.112: Deployment of RFID
In the oil and gas industry

Part 6 Cargo carrying unit (CCU)

i (®) i
Termlflalf.PDA (( ' )) Standard wireless S —
application st neavark ' Position
- - 1]
. Recglve and display "work Wireless zone N
order” from ERP system '|
» Confirm ID
* Read position (from forklift) -
* Read weight (of CCU) ;
GPS receiver
* Store result back to ERP Tag for
identification
) naming by RFID
Vehicle offshore Tag
mount standard
computer

Interrogator

s Identify Cargo Carrying Unit Cargo Carrying Units in
By RFID scan various sizes/shapes

-



OLF Guideline No.112: Deployment of RFID
In the oil and gas industry

Part 7 Drill string components

F Production

Stock yard

u(i““

'Nuh

vl

[ X "]

dﬂ':'

|
|

"
NM‘I
l|,‘u

1K

P
i

Drill Pipe

FID in use

Drill pipe position
Drill pipe failure

&

RFID tag for identification,

(Standard offshore ID numbering).

= =W
Inspection/
Repair

1 2 3 4

S

6 7

8

9

10 e



OLF Guideline No.112: Deployment of RFID
In the oil and gas industry

Part 8 Mobile equipment

[ Base H Transport H Platform A H Transport H Platform B }

Normal conditions
Inspectlon/Serwce

Inspection/Service

Operator / Subcontractor

[Normal conditions

Work order
Requirements
Specifications

Stock

Localization

-

Position

-/

v

Work order
Requirements
Specifications

Positions
Activity
Free/Occupied
Service reports

-/

Position

-

v

Work order
Requirements
Specifications

Positions
Activity
Free/Occupied
Service reports

-/



OLF Guideline No.112: Deployment of RFID
In the oil and gas industry

Part 9 Fixed equipment
| )

[ Base H Transport H Platform
T A

A A A

N
Normal Repair/ -
Operator / Subcontractor - p. < Inspectlon
conditions Service )
v A\ 4 \ 4 \ 4 v
Work order
Properties
.p Work order i .
Requirements AT Service Inspection
Specifications Position y reports reports
Stock
Localization

- AN N\ AN AN J




